Paxton Quick Start Guide Pl ete

LEADING THE CHARGE!

Net2 Access Control System Configuration
This quick start guide is for basic reference only and may not be applicable to all installation. Please
use the Paxton help documentation for more detailed information.

Software Installation

Paxton Server
e Insert the CD and run the setup.
e Type the desire system names and then click next
e For most installation select Net2 Standard Software for the Paxton Server

42 Get Registration Information 3| W /2 select Product ]

Please enter your details What do you want to install?

Net2 Standard Software - is free, and will enable the bagic
features required for access contral. This includes multiple
warkstation support and multiple comports. Up to 200 doors
may be connected per comport, and there is a limit of 10,000
UZErs.

Flease enter the name and company of the registered awner of
Net2 Access Control into the fields below. All fields must be
filled in ta procesd.

Narng:

Paxton 5
Iaxnn Erver © Net2 Demonstration Software

Company. @ NetZ Standard Software

IthnnIZn Technology = Net2 Professional Software (Requires CO Key)
Site name: " Net2 Additional Workstation Software
[McGraths Hil

CD Key IDBD -~ |TO7427701

Mest > | Cancel |

< Back I Nest > I Cancel |

Not: If you are integrating to a Fire System you must use the Professional version at additional cost.

e Follow the prompts and complete the installation.
o After installation has completed it is advisable to check to ensure net2 Server is running.

e Depending on OS version you should see the Paxton Server icon in the system tray.

[ MNet2 Server- V418: Idle |

Customize...
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e [
il



Start Net2 Access Control software Icon

e The Paxton Access Control application can be started from Start menu.

| @ Windews Media Player
{,‘F_.'.r Windows Update

= KPS Viewer

J Accessories

hocess Contrc

. exacqVision Client PaxtonDemoVillaw...

in-default g

J exacqVision Server

J exacqVision Web Service Documents

) Games

Pictures

., Maintenance
) Microsoft SQL Server 2005
, Met2 Access Control

Met2 Access Control - Events
5] Met2 Access Control |
$5 Net2 Auto ClockIn
E Met2 Card Designer
@ Met2 Cenfiguration Utility Devices and Printers
(] Met2 Log Collector
Met? Server Default Programs
Met2 Timeline
[ Met? Timesheet Help and Support

Music

Computer

Control Panel

Back

[CShat down |+

Log onto Paxtondemo

Uzer name:

Pazzword:

[ System engineer

e

I[ Cancel ]

e Login - default password is net2 - this should be change at time of commissioning system.

e The first time Net2 Access Control application is run the tree view will list only the basic
components. Each component will need to be configured and the most common place to
start is with the Doors. Each ACU will need to be connected — one at a time is recommended

— as described below.

Villawood - Net2 Access Control
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Adding a Door Controller or ACU.

It is highly recommended that if you do not have a good understanding of Networks, IP address and
Firewall you should consult a network professional to assist with connecting devices to the network.

Best Practice - Although Paxton control units can obtain IP address from a DHCP server it is
preferable to use static IP address or at least they should be given a DHCP reservation. Itis
preferable to request a range of Static IP for all devices to be connected to the network for the
system including Paxton Server, ACUs, I/0 board, DVR Server and Cameras. Those device IPs should
then be excluded from the DHCP range.

Net Configuration Utility
The Net2 Configuration Utility can be found in the Net2 Access Control group in the start menu.

|3 Windows Media Player
£} Windows Update I a| Events| o

A XPS Viewer

Accessories

exacqVision Client

PaxtonDemoVillaw...

| exacqVision Server 5
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Met2 Access Control

Met2 Access Contral - Events Computer —
Net2 Access Control P @ Server Configuration Logen E" = '@
#5 Net2 Auto ClockIn ~
Control Panel
Net2 Card Designer Server: PAXTONDEMO
() Net2 Cenfiguration Utility Devices and Printers -
Net2 Log Collector User name: |System engineer h
[E net2 server Default Programs
Net2 Timeline P
= . ‘assword: hi
Met? Timesheet Help and Support =
4 Back spstem

et | [[Dee oK | Cancel |

e Login - default password is net2 - this should be change at time of commissioning system.

e The General Tab shows the standard configuration — in most cases this tab does not require
any changes other than after commissioning “Enable commissioning mode” should be
unchecked. This prevents additional units being detected and added to the system;
especially important with wireless integrated systems.

@ Met2 Server Configuration Utility @

General l Databaze | ‘Wiegand | Dial-up nodes | TCP/P nodes | Met2air Bridge | HTML Reports | Diagnostics | Printer ﬂL

General

Site name |Villaw00d

Product description Met2 Standard Software

Wersion 4.18.480

Demanstration mode Falze

Alarm integration v

SOL Tep port 43157

Palling interleave periad |D.5 seconds j
Dizplay reader LED's in OEM style [not nana's) r

Hide reader LED's [hot nano's] r

Start Met? Server automatically at start-up v

Fevert tokens to mode 1 operation r

Enable commissioning mode v

Allow duplicate PINs r

Enable 50,000 wser mode r

Comport configuration

The server can automatically detect which comports @ Automatically detect comports
are being uzed for Access Control. However, you may

manually select which comports to use if required. " Manually detect comports

Caom 2 H
Com 3 i
Com 4 v

Cancel




e Select TCP/IP nodes tab
e Click on Detect to locate connected devices
@ Met2 Server Configuration Utility [=]
General | Databaze | ‘wiegand | Dialup nodes  TCP/IP nodes | Met2Air Bridge | HTHL Reparts | Diagnostics | Printer 4] *
TCP/IP nodes
Mame | MAC address | Type | Firrnwsare |
[1 00-0B-D6-13-858-37 00-0B-D6-13-88-37 Met2 pluz 1.03 [1.00)
Select all
Please wait... @ Select none
Click 'Detect' to automatic ? Updating view. Pleaze wait...
Configuration | IP addre
Serial number Q
IP Address [00O0 Fing
Download events I
Firmnware version
MALC address
Interface mode " RS5-232 " RS-435
Part rumber
Update firmware
e The default IP address will be shown in the IP settings
e - Best Practice - manually configure IP address - Have the address range excluded from the
network DHCP server.
e Select an IP, Mask and Gateway address to suite network
e Click on Apply to update unit with new IP.
e TIP-0nly connect 1 door station at a time to the network - It makes it much easier to identify
the unit door station. Rename door with common name egq. Main Entrance.
@ Met2 Server Configuration Utility [==]
General | D atabaze | wiegand | Dial-up nodeetZt’-\irBridge | HTML Reports | Diagnostics | Prirter 4| *
TCP/IP nodes
Marme | MAC address | Type | Firnware | Add
Main Entrance Door 00-0B-DE-13-88-37 Met? plus 1.03 [1.00) Delete
Bename
Cosest )
Select all
Select none
Met2 Server Configuration Utility @ -
Click ‘Detect’ to autar
Are you gure you want to change the IP address of this device?
Configuration 1P &)
You can get an IF a Ho ou need to ask
yaur hetwark. admini
™ Dbtain an IP address automatically [use DHCP)
% Jze the following IP address
Mew IP address
Subnet mask [optional]
Default gatersay [optional]
[ Apply | )
(] 8 | Cancel | |
e Select device and click on —Apply- to update



@ Met2 Server Configuration Utility

TCP/P nodes

B

General | [atabase | ‘wiegand | Dialup nodes  TCPAP nodes | Met24ir Bridge | HTML Reports | Diagnostics | Printer 4| *

Click 'Detect’ to automatically find any TCP/P nodes on your network.

Configuration  IP address configuration l Advanced

your network, administrator for an |P address.

™ Dbtain an |P address automatically [use DHCP)
&+ Use the following IP address

Mew IP address 0.1 .15, 82
Subnet mask (optional) 256,255 255.0 -
Default gateway [optional] 10 .1 .20 .1

Firmware

1.03[1.00)

“r'ou can get an IP address assigned automatically if vour network, supports this capability. Othenwige vou need to ask

Fing

Delete

Bename

Detect

dud;

Select all

Select none

Lo |

T |

Cancel | Apply

e Do not restart server at this point. select No

Met2 Server Configuration Utility @

“rou will need to restart the Net2 Server, before these changes become active.

‘whould you like to re-start the Net2 Server now?

e |tis better to rename the door before proceeding.
e Click on Rename and type in Door name then - OK.

Met2 Server Configuration Utility @

Enter a new name far thiz TCPAIP node
Cancel

e Click on Apply to load changes and restart server or if there are more devices to be added

click detect and repeat above.

e Once all devices have been added click on Apply and restart server.

e The Net2 Server will need to be restarted to connect to the Device Net2 Plus.

Met2 Server Configuration Utility @

rou will need to restart the Net2 Server, before these changes become active.

wiould wou like to re-start the Net2 Server now?

Na

e Once the server has been restarted the Doors/devices will:

e Show Server Connected
e Update with any configuration setting
e reboot




Start Net2 Access Control application

e Click on Doors — generally the ACU added above will automatically be detected, if not then,

e Select Add New.

Villawood - Net2 Access Control
File View Go Tools Options Help

3 Back - . Riefresh ‘ = Fiint & Find

&) Net2 Access Control
2 Everts I an

81 Users

ﬁ Access levels

.,.b Timezones

E =
‘:5 Fie Add new

"" Mets operators

Select the Type of ACU to be connected. This document refers to the Net2 Plus — for set up
Net2 Nano wireless please refer to the Paxton Net2 Nano Control unit document.
e Enter the Serial Number located on the front of the ACU

Add new access control unit =]
—] Select contral unit type
| Ny
. . Fleaze select the type of contral unit you wish to add,
uf - () Met? classic
) ) Net2 nano
NIZ= plus © Net2 plus
() Easyprox nano
- . ¥ mE Serial number

Enter the serial number of the device which pou want to add.

Serial number 1280054

| Add || Cancel




Changing the Door Name
You can change the Door name by simply selecting the appropriated door from the tree view

&3 Net2 dccess Contol
Name ACU serial no Type Version Stalus Port
ACU 01280055 01280055 V4.1 (Buld 021100... OK

Net2 plus Main Entiance Dot
U1 Accesslevels
& Timezones
B B Doos
[H acu 280055
T Repoits
7% Net2 operators

NetZ actions )

[ Add new access control
unit

[§ open door

£ Log off

Reinstate Replace Delete ACL Detect

| System enginesr |1 ltems [ Partondemo a
—

e Select and expand the Door to be renamed.

ﬁ Wet2 Access Contol

@ Events
ﬂ Ugers
U fccess levels
ﬁ Timezones
g [ Doos

Q Report:
ﬁ Met2 operators

e Change the Door name to the desired name.

& Met2 fcress Contol ACU 01280055

=2 Events ACU serial number: (1280055
= 8 Users Door name Wain Entance Doof |
U ecess levels Door apen time [seconds] 7 cecands
& Timezones =l
Unlack the doar during [ o tine -]

= [ Doors
[H acu mazso0ss

Q Reparts

5% Nei2 operators

[] Orly unlock the door once a user has been granted access |dentify

Silent operation

| | e e | I e | vl

e Click Apply to accept changes.

S Met2 fiecess Conlrel Main Entrance Door
2 Everts ACU serial number. 01 280055
& Users Door name Main Entrance Door

q Aceess levels Door apen time [seconds) 773‘ seconds

e Timezones
g B Doos Unlack the doar during Abno bime ~|
B

["] Oniy unlack. the door once a user has been granted access
%) Reparts

7% Net2 operators Silent cperation




Configuration for a standard Paxton door.

Reader 1 Tab (In)External reader

ACU serial number: 123456729

- Apply |
Door name IMaln Entrance Door
Door open time [seconds) I 7 j SEETEE ﬂl

Unlock the door during IAt ha lime: j Open doar |
™| Ol unlock the door onee auser has been granted access |dentify |
|

[ Silent operation

Reader 1 |F|eader2| Alarml Evenlsl IntruderAIarmI Access rightsl

i~ Rieader detail:

Mame IMain Entrance Door [In)

Fieader type IPaxton reader

Keypad type I Maone

Token data format IPaxton taken j New format

r— Operating made
Reader operating mode ITnken only

[ Timed operating modes - This allows for diferent reader operation during a selected tmezaone.

[ruring thiz imezone: IAII day, every day

K[ K S K \_ILIL

This reader will operate as: I@ Inactive

r— Reader action - This iz what will happen when a valid access iz granted.

IF!eIay 1 opens for door open time j

Reader 2 Tab (Out) Internal Reader

ACU serial number: 123456739
- Apply |
Dioor name IMaln Entrance Door

Dioor open time [seconds] 7 jl seEEids Cancel |
Unlock the door during IAt o time j Open door |

I Orly unlock the door once & user has been aranted acoess |dentify |

[ Silent operation

Reader1 Reader2 |Alarm| Eventsl \ntruderAIarmI Access rightsl

~ Reader details

Mame IMain Entrance Door [Out)

Fieader type IPaxton reader

Keypad type I Mone

Token data format IPaxton token j Mew farmat

r— Operating mode

Reader operating made

™ Timed operating modes - Thiz allows for different reader operation during a selected timezaone.

Ciuring this timezone: IAII day, every day

K0 KN R \_ILIL

This reader will operate as: I@ Inactive

r— Reader action - Thiz iz what will happen when a valid access iz granted.

IF!eIay 1 opens for door open time j




e Alarm Tab - These settings control how the device will respond to various actions: - Door
Forced Open, Door Left Open, PSU Failure and Tamper. These settings can be adjusted to
suite the environment they are operating in. There is also the facility to test and silence
alarms.

ACU serial number: 123456783

Apply
Dioar name IMain Entrance Doof
Dioar open time [zeconds] ?ﬁ seconds ]
Unlock the door during IAt o time: j Open door
I | Orly unlack the door arice & user has been granted acoess |dentify

™ Silert operation

Reader 1 I Reader2  Alarm | Eventsl Intruder.t’-\lalm' Access rights

Droor forced open | Droor left open| PsU failurel Tamper I

v Sound local alarm when door is forced open

Delay before sounding alaim I no ﬂ seconds

= Alarmn sounds continuolsly

{+ Configure alam rmarnually

Duiration of alarm I 50 ﬁ seconds

[¥ Repeat alarm until reset

Interval between sound bursts I 1.0 ﬂ seconds
[~ &larm stops when door shuts

Delay before sending alarm event to PC I 0.0 :II seconds

Test | Silence | Defaults |

™ Do riot unlock door when exit button is pressed

Events tab - list all events for device

Reader 1 ] HeaderZ] Alarm Events| IntruderAIarm] Access lights

Events have been filtered » ¥ i
D atedtime Lser Where Event Detailz
¥ o5/02/2011 11723 P Main Entrance Door (In) Access denied - invalid token Token details nat found
=0 2502/2001 11704 P tain Entrance Door Doar opened ‘with exit button
(0 2500202011 11:27:43, Main Entrance D'oor ACU orline
(@ 25/02/2011 11:13:09, Main Entrance D oor Contral unit reset
@ 25/02/2011 11:13:09. tain Entrance Door Firrware updated
(@ 25/02/2011 11:13:09. tain Entrance Door ALCU arline
(0 250022011 11:12:58, Main Entrance D'oor ACU anling
() 25/02/2011 11:12:50, Main Entrance D oor Contral unit reset
@ 250022011 11:12:25, tain Entrance Door ALCU not rezponding
@ 25/02/2011 111202, Main Entrance D oor ACU online
¥

e  The double chevron
located specific events.

expands the Advance Search where you can apply various filters to

Reader 1 ] Header2] Alarm Eventsl IntruderAIarm] Access rights

Advanced search

»

Date range Filter options Search
0 Select date range Today +| =& |V]Show access events | &> [[]Match whele word only
. /] Show informati ts : :
Select dates Select times ® Sutinarmatan svEn Search fields
= [4] Show system events /| First name | Event
From From|{00:00:00 —=—
& /| Show warning events /| 5urname /| Details
To fig 23:59:59 — & [/]Show alarm events | Where
D atetime Uszer Where Ewvert D etailz -
¥ 25/02/2011 1:17:23P tain Entrance Door (In) Access denied - invalid token Token detailz not found
=0 25/02/2011 1.17.04 P Main Entrance Door Droor opened “with exit button =

(00 RM7emT 119747 b zmir Frbranea Mane AT Anline



Intruder Alarm Tab
e Below is a basic configuration that will work with Rhino IDS alarms panels.

Reader 1 ] HeaderZ] Alarm] Events Intruder Alarm] Access nghts]

Enable alarm integration with this ACL

Met2 can integrate with intruder alam systems, which have clean relay contacts indicating whether it iz curently armed or disarmed. When the relay contacts are open,
does it mean that the alarm is armed or disarmed'?

‘w/hen the contacts are open Alarm is disarmed

The Met2 contral unit can momentarily cloze its relay 2 contacts, to arm or disarm the alarm spstem. Please enter the required duration of this pulse.

Specify the duration that the contacts

10
should close for | seconds

Open the door on the 3rd attempt, even if the alarm cannot be disamed.

Ta _enable the alarm to be re-armed, a push to make button should be used. Following the presentation of a valid token, how long should the re-arm button remain

active?
Specify the length of time that the 2_Uﬁ cceaEh
buttan iz active
Use a specific operating mode whilst the: alarm is amed.
Alarm armed operating maode Taken plhas FIN -

e Note: The check tick on "Use a specific operating mode whilst the alarm is armed" is for
demonstration purposes only it is optional depending on configuration of system.

o Note: The Intruder Alarm tab is only available with wired system. The tab is not visible with
Net2 Nano ACUs

Access Rights Tab

e List current user access rights — rights are added from Users Tab.

Reader 1 ] Reader 2 I Alarm ] Events] Intruder Alarm @ Carera integration ]

User name Department Reader Timezone

L, Bearup, Bud Warehouse In/Out Working hours

L, Bennett, Gordon Technical In/Cut Working hours

L, Blow, Jog Sales In/Cut Working hours

L, Chu, Maggie Adrministration In/Out Working hours
! Ferarra, Frank Administration In/Qut All day, every day
L, Johns, Graham Sales In/Cut Working hours

Ly Turnbull, Terri Sales In/Cut Working hours

L, VWalters, Mathan Technical In/Crut Working hours

L VWest, Matt Service In/Cut Working hours

Configuring Timezones
The default timezones may be all that are required for a basic system or you may wish to create
additional zone to suite your particular installation. For example, you may have shift workers or

cleaners that have access to specific areas (doors) at specific time of the day - timezone make
the process of managing access simple.

e Add new Timezone — Cleaners — click on Timezone to open the dialog box.

Villawood - Met2 Access Control
Fil= ¥iew Go Toolz Options Help

= Back - - | |§| Refresh | oy ‘4: Find us

W MNet? Access Contol

2 Everts Mew timezone Net2 Access Control @
82 Users & At no time )
S Access levels i Al day, every day Please enter a name for the new timezone.
=l J Timezones e “whorking hours

Ay Al day, every day C|eane[sl
Ay wiorking hours

= -




Select the time — click and hold left mouse button on the day and start time then drag

mouse to the finish time.
You can select multi times per day

= & o~
1 1 1 1
Sunday
T T T T T T T T
L L 1 L L 1 L L 1 L L 1 L L 1 L L 1 L L 1 L
Monday
T T T T T T T T T T T T T T T T T T T T
' L 1 L L 1 ' L 1 ' L 1 ' ' 1 L ' | s ' | L '
Tuesday ‘ ‘
T I T T T
1 L 1 L L 1 1 L 1 1 L 1 1 1 1 L 1 1 1 1 1 1
Wednesday
T T T T T T T T T T T T T T T T T T T T
I I ! I ! ! I
Thursday
T T T T T T T T
L L 1 L L 1 L L 1 L L 1 L L 1 L L 1 L L 1 L
Friday
T T T T T T T T T T T T T T T T T T T
I I ! I ! ! I "
Saturday
T T T T T T T
0:00 00 £:00 5:00 1200 15:00 18:00 21:00 24:00
1 L L 1 ' L | ' L 1 ' ' | L ' | ' ' 1
Public: holiday
T T T T
Start time: | 15:00-=- 1215
& Endtine: [z1.00= %) Tuesday [ Delete | apply |

e For simplicity you can right mouse click on a day and copy that day to any other day.

anday
T T T T T T T T T T T T T T T T T T T T
L L | L ! | L | | L L | L L | L L L L L

Tuesday |
Cut — '
M B Tamy [ T EE S T R S .
Wednesday c - |

T T T T T Opy day T T T T T T T T T T
1 n n | Paste 1 L L 1 " n 1 n

Thursday
T T T T T T T T T T T T T T T T T T T T T
i i i i i i .

The Timezone “Cleaners” has access only on Tuesdays , Thursday and Fridays for the time

periods of 5:00AM to 8:00AM and 6:00PM to 9:00PM

- & o~
1 1 1 1
Sunday
T T T — T T T T T T T T T T T T T T
1 1 1 1 1 1 1 '
Monday
T T T T T T T
L L 1 L ' 1 L L 1 L L 1 L L 1 L L L L L L
Tussday | ‘
T T T T T
L L 1 L L 1 L L 1 L L 1 1 L 1 1 L 1 L L 1 L L
Wednesday
T T T — T T T T T T T T T T T T T T T
! | ! I I
Thursday | ‘
T T T ——t T T t T T T T T T T T T
L ' 1 ' 4 | ' L 1 ' L 1 ' L 1 '
Friday
~—v——v—v—y——v——H T T T T T T T
L 1 1 1 1 1 1 L 1 1 L 1 1 L 1 1 L 1 1 L 1 L 1
Saturday
T T T T T T T
0:00 300 E:00 5:00 1200 15:00 18:00 21:.00 24:00
| | | 1 1 1 1
Public: holiday
T T T T
Start time: | 05:00-- 07:00
5 Endtime: 05005 i/i) Delete || apply



Configuring Access Levels

The default Access Levels shown below maybe adequate for basic systems but if the installation
is making use of additional timezones then additional access levels should be considered. Using
our Cleaners example, we can expand Access Level to include specific access to areas that are

within the timezones.

\ﬂ Met? Access Control
t:n Events
81 Users

= ‘9

B,

] Mo access
“H 20 hours, all doors
'ﬁ Warking hours

e Add New Access Level - Cleaners

Mew access level
‘ﬁ Mo access

'ﬁ All hours, all doors
‘ﬁ Working hours

Create a new Access Level

exizting one.

Flease choose. .

YYou can either create a new blank Access Level, or you can base it on an

[Ereate a new blatk Access Lewel

Please enter a name fiar the new access lavel.

Cleanery

[ ok

] [ Cancel

\ﬂ Net2 Access Control

t:n. Ewventz

81 Users

'ﬁ Mo acoess

'ﬁ &l hiours, all doors
41 working hours
“H Cleaners

e Assign which doors Cleaners have access

| »

m

I Mew access level

‘ﬁ Mo access

‘ﬁ All houwrs, all doars
‘ﬁ Wharking hours
‘ﬁ Cleaners

Droor £ Area name I Timezone I

@ tdain Entrance Door [In]

¢ tain Entrance Door [Outk)

Adding Users and Departments

At no time

Before creating users it would be an advantage to consider how the system will be managed for the
size of the system. There is little point in creating department groups for only a couple of users.
Adversely, if the system is large with many users, creating departments and assigning users to those

departments will greatly simplify managing access rights.



Start by creating some Departments.

e Right mouse click on Users and select Add new Department

Villaweood - Net2 Access Control
Fle View Go Toolz Optons Help

« Back - - Refresh | LI,_-;_, Frirt a

‘-3 Net2 dccess Control

2 Events Mew uger

Add new user

Add new department

Print user surnmary

Properties

e
= [ CDoos

= T ~

e Add the names of the departments and apply

Options @
General  Departments | Field names | Token types | Token data formats | Public halidays | Card Printing | (L

Thiz iz a list of curent departments

Departments

Service Add

[hone]
Adminiztration
W arehouse Rename
Sales

Production

Delete

Ok ][ Cancel ][ Apply

& Net? Access Contral
2 Events Tew Lzer
=R - -§ Users
83 Administration
€3 Production
81 Sales
81 Service
&1 warehouse

o Next create the Users and assign to the department.
e Add as much detail as required for system installation



Add user

Flease select the type of taken which you wish to issue

Token type Default
First namne Joe
iddle name
Surnarne Blow
Department [ Sales - ]
Aocess level [Working hours ']
Telephone B1 2 4577 4700
Fax E1 2 4577 4885 Email |blowiZrhinoco. com. au
“alid from 25/02/2011 j Position Bk
Expires end 25022011 j Start date 15/02/1995
Address 1 24 Car registration ABZINE
Address 2 Barks 5t Hates -
Town Kingzwood
Covirity [REL !
Pozt code 2749 * ’
Home telephone 123456733 Personnel number 11 258
Home Fax PIN 0808
Mabile Taken number

(1 when | click 'Add uzer' reload the token type default values
@ when | click '‘dd user' retain the previous record values

[ Close ] [ Add uzer

Configuring Access Rights per Department and Individual Users
Access Rights - Department

e Right mouse click on the department and select properties

e Select the Access Level then OK to apply

e Note: you can set group Activation and Expiration dates — Activation date could be used for
the day staff commence using the system.

Properties @

Set the properties for all ugers in Technical

Activation date

To apply a common activation date to this department, click the 'Set’ button m
et

Expiration date

To apply a common expiration date ta this department, click the ‘Set’ button, —

Ta remaove the expiry date, click the 'Remave' buttan

Access level

Set the access level for the entire department

. Mo access
Slinastack Al hours, all doors
" Cleaners
The uzers obey anti-pazzback ules ;
g Add new department Wfarking hours
=] 8 war Rename Card template

Delete Chooze a card template for entire department [Unchanged v]
Met2 action

Print user summary
ﬂ Add ney
82 Add ey (* Properties

o an A

Access Rights — Individual User

e Click on Individual permission for the User



changes to the individual’s rights.
E

You will be prompted to use the default template. You can choose to keep or discard the
template depending on the complexity of the Department Access Permission and the

First name

Joe
Sumame Blow
Departrent Sales ] [ Newdept |
Telephone 612 4577 4700 Fax B2 4577 4365
Personnel nurber 11258
Valid from Expires end o
[25/2/2011 | | [Mever expies (&

Accessights | Tokens | Other detais| Memo| Events| Cument valdiy|

@ Individusl permissions

) Access level pemissions
\warking hours
Net2 Access Centrol

Door / Area name — |
& Main Entrance Door (| @ Do youd want to use “working hours' as the template for the individual permissions?
5 Main Entiance Door [
ves | [ Mo || Carcal
<[| This user can am/disarm the intruder alam system
| Getpiowe || Delelepicwe || Baruser | [ Deleterecond || Espovel | Lpply

e Click on the Door/ Area Timezone to be configured.

e Select Timezone from list of available timezones.

Timezone
Al hio time:

All day, every day
At o e
Clearers

Shift B
Working hours

user rights tab

Adding a Token or Card to a user

The quickest way to assign a token or Card is to open the user and present a new token to the

Desktop Reader.

e QOpen user

Note: If the user has permission to Arm/Disarm alarm check the box at the bottom of the

e Hold Token or Card on Desktop Reader until you see popup

e Click Yes to assign
E

Aosess tihts | Token|
o | @3 e token has been swiped Do you wish to ssue the token to Blow, Jos?
® Individual permissi

(0 Access levelpem| S5 Clck 'es' to issue the token to Blow, Jos or No' to create a new record
Individual permissi E o ][ No ][ Cancel ]

First name Joe
Surname Etlow
Department Sales '] [ Mew dept. ]
Telephone E12 4577 4700 Fax B1 24577 4225
Personngl number 11258
Walid from Expires end ol
[25/02/20m | | [Wewer spies | /o
Net2 Access Control [l =

Door / Area name [ Timezone |
& Main Entrance Doo [In] A no time
& Main Entrance Doar [Out] At na time
[T This user can am/disarm the intruder alam syster
[ Getpice | [ Deletepictwe | [ Baruser | [ Deleteecord | [ Exportvel Apply

System engineer | Pastandema 2




Access tights  Tokens | Other deta\lsl Memol Events‘

PIM 0808

Card template

For detailed information regarding any stage of system implementation please use the
documentation installed with the system or go to the Paxton web site.

Using Help Documentation

Villawood - Met2 Access Control
File

«Backv Y -

Ctrl + f to bring up search window and type in search data.
You must have PDF reader client installed.

Click on the document to view.

Wiew Go Tools Options

Help

82 Production
= 8 Sales
ﬁ Blow. Joe
ﬁ Johns, Graham
& Service
82 Warehouse
ﬁ Acocess levels
‘,_h Timezones
& At no time
.,_b All day, every day
‘._b “Warking haurs
Y Cleaners

B Doors

B Main Entrance Door

Net2 actions

@ Bar user

X Delete user
€ ~dd new user
2 Log off

Net2 details

Blow, Joe

Currently not in the
building

Net2 documentation

Refresh | LI'.::;" Frint ’-l' Find user | E Open daar | g Mew uzer -

Find
Net2 Application Noty .,
[ Match whole word only

',"'_.. Installing remote sites using TCP/IP
Highlight all matches

.,"__ Instaling remote sites using modems
',"'_.. Configuring Net2 data backup, Met2 V3

","_.. Configuring custom Wiegand farma

7'_.. Importing and exporting Ngt2 user datp

[ Match case

"8 Instaling a Net2 control unit

7'_.. Installing the Met2 server software onto a different PC, Net2 V3
',"'_.. Configuring Site Manager, Met2 V3

.,"; Configuring areas and area groups

") Using Net2 Timesheet

","_.. Integrating Met2 with a fire alarm system

7'_.. Using roll call and Muster reports

","_.. Configuring Met2 Card Printing

7'_.. Integrating Met2 with an intruder alarm system

"B How to install Net2 and Switch2 ACU's with yellow labels
7'_.. Adding ACU's to an existing Met2 system

permissions

K Instaling the Net2 Dataline
","_.. Using Departments
7'_.. Using token types
","_.. Choosing a power supply
% Configuring public holidays
Spstem engineer

¢ Paxtondema

m



Advanced Features

Camera Integration
e Firstly you need to integrate the camera with Net2 system.
e Go to Options menu and select Camera Integration.
e Click on Add to select a camera server from the list of compatible servers.
e Note: We use ExacqVision

[ ]
Options [==z7]
Field narnes | Token bpes | Token data farmats | Public holidays | Card Printing  Camera integration | LI

Add a camera server by
clicking the ‘Add’ buttan.

Add

Rename

Cannectiol &) Add a camera server @
Hoszt name
1) Pleaze select the type of camera server that you wish to add,
Lzer name - -
Dedicated Micros Netvu
Pazswaord | | [EEEEER
IVC YR-NS00U
Milestone ¥Protect
Carneras onssI
Pelco
Carner{ |Vista Navigator I

2} Please enter & friendly name for this server

Exacqg Vision

Ok

J[ Cancel ]

e Use the loopback IP if the Exacq Vision server is on the same machine as the camera

server.

[ ok

][ Cahcel ]

Apply

e Exacq Vision default password admin256

[}
Options @
" Field names | Token bypes | Token data formats | Public holidays | Card Prirting  Camera integration | L

Add a camera server by

dd - Exacq Wision
clicking the ‘Add’ button.

Add

Rename

Connection details
[e.q. hitp://Server or 127001

Host name http:/#132 168.0.100] S 22609
User name admin
Pagsword e
Cameras
Carnera ID | Name
1704448 Camera

[ Delete ][ Renarme ” Dretect ]

I

[ ok

Caniel ] ’

Apply ]

o Apply settings




e On the tree view click on the Door and select Camera Integration tab

‘3 Met2 Access Control -
2 Events ACU serial number: 01280055
= 8 Users Dioor name Main Entrance Door =
33 Adm\n\sl.rauun Dioor open time (zeconds) 3= EEETEs
&1 Production i =
o 83 Sales Unlack the daor during [At o lime -]
Blow, J
g Joms, ;?aham D.nly unlock fhe door once a user has been granted access
€ Tumbul, Teri E [C] Sient peration

81 Service

81 Technical Reader 1 ] HeaderZ] Alarml Events] InlruderAIarm] Accessnghtsf Camera integration
82 warehouse Please select the cameras that monitar this door

H teness levels

& Timezones LEAMEa name | Camera server |_EIW [
< Camera 1 Eracq Vision Exacq Vision
] Doors
B Main Entrance Door
=] ameras
¥l Main Entrance Door - Exten
m YA Reports o2
< i b
Net2 actions ¥

e Check the box to bind the Door to the Camera

e Next expand View and check Cameras — this will include the Camera group in the tree
view.

tawoosh: Met? Access Control [ Mets A C |
Wiew | Go) Toolz Options Help —J et ceess Lontro

@E”Iﬁeview " | ¢ I‘.__.:l..- Ewents

Esplover bar - 81 Users
1 socess levels

~_5 Timezones

Triggers and Actions

Uzer Image Verfization

HEEEEE "
- A
1l

—

- | @

3

a

&

1
HH H

¢, Refresh F5 -J'. Met? operatars

e Click on Cameras in the tree view to expand on the right pain.
e Click on Add new Camera

e Enter the camera name and URL of the camera not the Camera Server as above.

'=¢ Camera Properties @
Seltings
Mame Main Entrance Droor - External Camera
URL 10.1.115.80
Comments a
[ Ok ] [ Cancel ] Apply

e Camera video can be accessed by clicking on desired camera and logging in with the user
name password and port of the camera.



&J Net2 Access Control
: Events
82 Users
‘1 Access levels
& Timezones
B Doors
= % Cameras
¥l Main Entrance Door - External C
\3 Reports

Camera

UserName: |chiglll

Password:

Port:

Net2 actions £

2 Log off

Villawood - Net2 Access Control
File View Go Tools Options Help

ook - | [&] Retiesn | (=t i £ Finduser | [F] Opendoor | @) Newuser -

&3 Net2 Access Control
2 Events
& 83 Users
@ “H Access levels
& Timezones
® Doars
= % Cameras
%l Main Entrance Door - External C
D Repots
79 Net2 operators

Net2 actions 2
£ Log off
Net2 details 2

Main Entrance Door -
External Camera

Net2 documentation ¥

System engineer 4 Paxtondemo

Intruder Alarm Integration

Intruder Alarm integration is limited to the ACU sensing the state of the alarm —armed or

disarmed - and toggling that state via the output2 on the Net2 Plus ACU along with an
external Arm button switch.

Note: Nano cannot integrate to intruder alarm panel.



Alarm Set
Push Button

5 4 3 2 1 C
Alarm Qutputs

Alarm Zone Inputs
| 5 C6E|T7 CYIP -]

dodPOOdPOODDPDOO

Alarm Program settings
e Enter Alarm programming mode
e Location 8 — Sub location 1 — Value 5 --- Zone 8 set to Arm/Disarm zone
e Location 128 - Sub Loc 21 — Value 50 --- Output 5 High on Arm
e Location 128 — Sub Loc 23 — Value 51--- Output 5 Low on Disarm



Appendix A

Connect Net2Air Bridge

Connecting wireless devices such as Net2Air Bridge in similar way as TCP/IP Nodes

eSelect Net2Air Bridge tab in the Net2 Server Configuration Utility
oClick Detect

@ Met2 Server Configuration Utility @
General | Databaze | “wiegand ‘ Dialup nodes ‘ TCRAP nUdTML Repoits | Diagnostics | PFrinter ﬂL
Met2ai Bridges
Name Senial number | MAL address IP &ddress

Net2air Bridae [ ] 00-0B-DE12-DE94 | 10111563

(ot

Configuration | IP address configuration

Serial number 1236622

Mame Net2air Bridge [1236628)

IP Address 101115883

MAC address 00-08-DE-12-DE-94
Subnet 255.265.0.0

Gateway 0.0.0.0

,Tl Cancel ﬁ Apply )

e Set IP address and Apply

e Restart Server (server will need to be restarted before the unit will be recognised)

e After Net2 Server has restarted the unit will reboot and will be able to be pinged.
@ Met2 Server Configuration Utility \E|

General | Database | Wiegand | Dialup nodes | TCP/AP nodes  Met2Air Bridge 1 HTHML Heporls.\ Diagrostics | Prirter 4| ¥

Met2ai Bridges
Marne | Serial number | MAL address | IP Address | Add |
Net24ir Bridge (1236628 1236628 00-0B-DE-12-DE-34 169.254.9315

Delste
Eename

Detect

Net2 Server Configuration Utility @
Configuration [P addr

Device iz rezponding.

You can get an [P addr

wize pou heed to ask
your nebwork. administral

™ Dbtain an IP address automatically (use DHCP)
f+ Usze the following IP address

IP Address |10 1 115 &3 Fing

Subnet 255.285.0.0 -
Gateway m. 1 .30.1

Changes to the Net2ir Bridges IP configuration will not be effective until the Met2 Server has been restarted.

0K | Cancel




Appendix B

How to manually restart the Net2 Server.
At time you may need to manually restart the Net2 server.

e (Click on Control the Net2 Server

Open Net2 Server

Wiew connections

Control the Met2 Server

Close
SR
[~ Customize... FJ
e Click Stop * Click Start
E MNet2 Service Control @ E Met2 Service Control IEI
Service started Service stopped

Start ’ Stop l [ E xit ] Stop

e Select Start

Restart Net2 Access Control to continue configuring system

Note: on restart the door still shows the name of the device as the ACO ##t###### but the Port does
show the name as configured in the previous step.



